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IAM Cloud: Surp4ss!
Forgotten passwords can be a real pain. Providing your users with the 
autonomy to be able to securely reset their own passwords is more convenient 
for users (especially when they're working remotely), and it significantly 
reduces the burden on your IT helpdesk. 

Surp4ss! allows users to safely reset their password through a customer-
branded web portal, and it then securely syncs the new password back to your 
Active Directory. It's simple but very effective at keeping your remote workers 
happy and productive.

Surp4ss! is a great choice for organizations that want self-service password 
reset (“SSPR”) functionality but don’t want to have to upgrade all their users to 
Azure AD Premium, which is typically very expensive, especially if you only 
need it for the AD write-back feature. 

What we will say though is that if you already have or want Azure AD Premium – perhaps because of Microsoft Intune – then you 
probably won’t need Surp4ss! as AAD Premium has a decent SSPR & write-back option of its own. 

Incidentally – if you are interested in Intune – we also have an expert team in helping with Intune deployments, so check that out 
https://www.tunedin.io/intune

https://www.tunedin.io/intune


Surp4ss! - what’s in the box?
Password Reset Page
Your password reset page is fully customizable, so you can 
make it look like your own web page, plus you can C-Name 
the URL to your domain e.g. reset.yourdomain.com

Password Policies 
Set complexity requirements and password rules in-line 
with your organization’s security policies, including length, 
case, special characters, banned phrases, and repeat 
passwords. 

Password Reset Options
Surp4ss! supports known and forgotten password reset. 
With forgotten passwords, Surp4ss! supports resets via 
SMS, backup email and security questions. 

Active Directory Write-Back
Surp4ss! integrates with on-prem Active Directory via our 
secure server Agent to securely write passwords back in 
real-time. 

Windows Login Reset (Coming soon)
A web-based password reset works great when you’re 
working remotely or on your own device. What about when 
you’re on-site and you need your password to access the 
network PCs themselves? Our lightweight desktop client 
allows users to reset passwords from the Windows login.

Lots of Support
Surp4ss! is fully supported, including assisted on-boarding, 
8am-8pm extended-business hours support, 99.9% uptime 
SLA, a detailed knowledge-base for self-service support, 
and 24/7/365 critical support.



HOW Surp4SS! WORKS - 1. Data sync

Active
Directory

Bidirectional Data
Synchronization Over Encrypted 

TLS1.2 and HTTPS

IAM Cloud’s sync agent 
runs on your domain 
controller(s) and securely 
syncs data including the users’
password hash (not the 
password itself) to your 
dedicated tenancy 
inside IAM Cloud.



HOW Surp4ss! WORKS – 2 Custom GUI
Surp4ss! presents
password reset page, branded 
to users’ organization, with 
known & forgotten 
password reset options.

User goes through password
reset process either via
existing password (if known)
or MFA (if forgotten) 

User creates new 
password in-line with
your organizational 
password policies. 



HOW Surp4ss! WORKS – 3 User journey

Active
Directory

Surp4ss! presents
password reset page, branded 
to users’ organization, with 
known & forgotten 
password reset options.

User goes through password
reset process either via
existing password (if known)
or MFA (if forgotten) 

User creates new 
password in-line with
your organizational 
password policies. 

New password 
securely written-back 
to Active Directory



End-to-end security

IAM Cloud is a powerful IT tool to help save time, improve user experience, and 
significantly increase your organization’s IT security. 

• IAM Cloud encrypts all data in transit (256bit HTTPS over TLS 1.2) and at rest in encrypted data storage, and 
only keep data physically located in data-centers appropriate to each customer’s regional data residency 
laws. So all our EU-based customers have data stored exclusively in data centers physically located with in 
the European Union, all our North American customers are served by data centers in the USA.  

• IAM Technology Group Ltd are ISO 27001 certified. ISO27001 is the global information security standard. 



More than technology

IAM Cloud is fully supported. For no extra charge, all our customers receive a 
24*7*365 service, which includes: 

• Full on-boarding support, including help with integration, configuration & federation.
• Access to our customer knowledgebase 
• Access to our ticketing system
• Full extended business hours support
• Availability and support SLAs, including 99.9% service up-time
• Support by telephone, email, web tickets and web conference 
• Quarterly service reviews
• Prioritized critical support for urgent issues



IAM Cloud FAQ

Do I need any training?
No. By keeping our technology simple, we’ve also 
made it easy to use. Our admin portal is intuitive and 
we have a support team on-hand if our customers 
need any guidance or support. 

Is IAM Cloud GDPR compliant?
Yes, of course. We are also ISO27001 compliant (the 
international equivalent to SOC 2 in the USA). We take 
data security and privacy seriously and undertake 
frequent security tests and audits to ensure our 
continued performance and compliance. 

Do you have support SLAs?
Yes. Critical issues have a 1-hour response SLA. High = 
4 hours. Medium = 8 hours. Low = 24 hours.

What support can we expect?
Surp4ss! is a fully supported platform. Our team will 
help with the installation of our sync client, we’ll 
collaborate with you on setting up the right 
configurations to meet your needs. Once you’re set-
up we provide full ongoing hands-on business hours 
support 7am-10pm (+0 UTC), and 24/7/365 critical 
support. 

How quick is the onboarding process?
It depends, but typically it can easily be done in less 
than a day. 



>1 million users

IAM Cloud
Trusted by organizations 
of all sizes and sectors >1000 ORGANIzATIONS



How much does it cost?
www.iamcloud.com/pricing



www.iamcloud.com/surpass
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